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CLOUD COMPUTING:
1S YOUR COMPANY WEIGHING

BOTH BENEFITS & RISKS?

Toby Merrill

Cloud computing is a landscape-altering technology that is
enjoying increasing rates of adoption — often
implemented, however, without taking sufficient risk
management precautions. Risk managers need to have a
deep understanding of what cloud computing is, and why
they need to be aware of it. While there are numerous
advantages to adopting the cloud, there are also abundant
risks, and having a comprehensive risk management plan
in place is critical.

Part I: What Is Cloud Computing, and Why Should Risk
Managers Care?

Cloud computing has become, among other things, a buzzword
nearly everyone has heard, but very few truly understand. And still
fewer observers of this technology grasp all its implications for
the future — largely because those effects are not yet completely
clear. This, in turn, might be because cloud computing is closer to
the infancy of its development: so many of its benefits and risks
have still to be fully realized or understood. What is clear, however,
is that the cloud is poised to do nothing less than redefine and
take over the Information Technology (IT) landscape and, with it,
the way companies around the world do business.

But what exactly is cloud computing, and how does it impact the
work of risk managers?

Rather than jump into overly technical definitions of the cloud,
we'll begin with a broader description of its potential for
transformational impact, particularly as a new utility.

Cloud computing has the potential to not only become the
defining technology of the twenty-first century, but also the
defining utility, just as electricity was for the twentieth. As
Nicholas Carr, author of The Big Switch: Rewiring the World from
Edison to Google, observes, “What happened to the generation of
power a century ago is now happening to the processing of
information. Private computer systems, built and operated by
individual companies, are being supplanted by services provided
over a common grid — the Internet — by centralized data-
processing plants. Computing is turning into a utility, and once
again the economic equations that determine the way we work
and live are being rewritten.”

April 2014

It is important for risk managers to recognize that, in the not-too-
distant future, a majority of companies, both large and small, will
utilize the cloud for some aspect of their business. In fact,
according to ACE policyholder data, 59 percent of ACE’s
Professional Risk policyholders are already utilizing the cloud in
some way.

As we've mentioned, the cloud has many differing definitions. In
fact, there is a multitude of terminology both surrounding and
describing variations of the cloud.! But, as our focus here is on
risk management, we'll concentrate on key definitions that will
help risk management professionals get a handle on its benefits
and potential risks.

Cloud computing refers to a menu of hosting services usually
provided over the Internet on a usage or metered basis, while at
the same time leveraging infrastructure shared by multiple
customers. Put more simply, cloud computing involves the sale of
computer software and hardware “as a service,” which means that
an organization no longer needs to purchase either; it can instead
rent them via the cloud.

Meanwhile, the cloud itself is operated and maintained by cloud
service providers (cloud providers) through networked “server
farms,” which offer their subscribers unlimited availability and
data storage, along with seamless access to software,
applications provisioning, and automatic upgrades.

To take a closer look at what this actually means, we'll refer back
to our electric utility comparison. When we use any appliance that
requires electricity, we know that the power will not only be there,
it will be sufficient to run our appliance. What we don’t know is
where, and from what source, the electricity comes from —
whether it was from a nearby nuclear power plant, a hydroelectric
facility, or a wind farm. Cloud technology is similar. We know it will
be there and be sufficient, but we don't know what kind of
hardware our data is stored on, nor do we always know where it is
stored. The cloud is basically a computing power plant, while
cloud providers like Amazon, Microsoft, Rackspace, and Verizon
Terremark are computing power companies.

Diving a little deeper, there are some basic definitions that risk
managers need to know in order to manage the risks presented
by the cloud. First, there are various deployment and delivery
models that an organization can select from the cloud.

(See sidebar on page 2, What is the Cloud?)
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Each deployment and delivery model transfers more — or less

— control from the organization to their cloud provider. Two of the
most common deployment models are the private and the public
cloud. A private cloud is the most secure model, and it consists of
a series of dedicated networks, thus offering the highest degree
of control to the organization. This model is similar to the
traditional computing model; it provides many benefits, but at
greater cost to the organization. A public cloud, by contrast,
consists of a series of networks that are shared among a number
of organizations, thus transferring more control to the cloud
provider while offering greater savings to the cloud subscriber.
According to ACE’s Professional Risk policyholder data, among
policyholders utilizing the cloud, the split between private and
public is fairly even, with 44 percent of policyholders utilizing
private cloud deployment and 42 percent utilizing public cloud
deployment.?

Cloud services are divided into four deployment models and
three main service categories.

Deployment Models

Public Cloud: Data is stored on shared servers, and is not

separated from the general population. Facebook and Gmail
are examples of services where data is stored on a public
cloud. This is a more cost effective solution.

Private Cloud: Data is stored on dedicated resources — not
shared servers. This is less cost effective, but often the choice
when sensitive information is present.

Hybrid Cloud: Data is stored on a combination of dedicated
and shared resources.

Community Cloud: Data is stored on shared servers, but
customers are grouped together by some level of organization.
This type of service is often implemented when cloud providers
need to manage compliance obligations, such as HIPAA.

Service Categories

Infrastructure as a Service (laaS): 1aaS providers are the
owners of the physical location of their cloud storage. This
includes providers such as Amazon, CSC, Microsoft, Rackspace,
and Verizon Terremark. laaS providers provide the physical
security, power, compute, storage and networking resources.

In a similar vein, various delivery models are also available in the
cloud. The most basic delivery model is known as Infrastructure
as a Service (laaS). Providers of laaS include Amazon, Google,
Microsoft, AT&T, and Verizon Terremark, among many others. With
this delivery model, the organization maintains control over the
data stored on the cloud, as well as access rights and data
protection.

Another prevalent delivery model is Software as a Service (SaaS),
where providers offer a hosted software solution and manage all
aspects of the applications on behalf of their customers.
Providers of common consumer products that run as SaaS
include Netflix, Dropbox, Gmail, Spotify, Facebook, LinkedIn,
Instagram, and Twitter; some providers of common business
products that run as SaaS are Google Docs, Microsoft Office 365
and Salesforce CRM. With this delivery model, the entire
application and service resides on the cloud, and that transfers
much overall control to the organization’s cloud provider.

Platform as a Service (PaaS): PaaS providers are common to
the software development environment. They provide not only the
infrastructure, but also the development environment to create
applications and, in some cases, host them as well. Force.com
and Microsoft Azure are two examples of PaaS providers.

Software as a Service (Saa$S): SaaS providers manage

almost all aspects of the infrastructure, platform, and software.
SaaS enables the customer to use the software application, without
developing or maintaining the installation or platform itself.
Customers require only minimal in-house configuration and support
resources. Examples of SaaS providers include Salesforce.com,
Office 365, Google Apps and Yahoo Mail.

The pyramid below depicts the Cloud Stack, which is how many
technologists refer to the relationship between the three
service models.”

Understanding the Cloud Computing Stack, © Diversity Limited, 2011.
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So what does all this mean for risk managers? To begin with, in
the same way that organizations no longer generate their own
electricity, as nineteenth century millworks used to do, and
instead access it from third party providers, the organizations will
no longer own parts of the software and hardware they need to
run their many business functions. Depending on the services
they outsource to the cloud, organizations will rely on cloud
providers to offer the latest version of their software applications,
store their sensitive data, back up their servers, and make that
cloud-stored information available on their — and their
employees’'— devices, 24 hours a day, 7 days a week.

(See sidebar on page 4, BYOD: Bring Your Own Device)

This change brings with it a large increase in the potential risk that
every company faces when operating its business through the
cloud. It will be critical for risk managers to closely monitor
existing risks and to anticipate risks that will evolve from an
organization’s increasing ability to store, analyze, and access its
data.

Part ll: How Can Cloud Computing Benefit Business?

In Part I, we offered an overview of the revolutionary changes
made possible by cloud computing. In this part, we'll discuss the
potential benefits of this new form of computing and what it
offers as a service useful for business. While there is an extensive
list of benefits made available by cloud computing, we will focus
our attention on the most impactful ones, such as reduced
technology cost, speed and scalability, and enhanced security and
backup capacity.

Top Five Benefits of Cloud Computing

Reduced Infrastructure Costs

Computing power is provided to cloud subscribers for a fraction
of what it would cost to produce on their own. And, like the
electric grid, few companies can afford the computing capacity
that a cloud provider, practicing economies of scale, can offer. So
the cloud eliminates the need to invest in standalone servers and
software that are capital intensive but not in use a majority of the
time. The cloud can also help eliminate or reduce such overhead
costs as management, IT personnel, data storage, real estate,
bandwidth and power. It is important to note that cost saving can
vary depending on the deployment and delivery model selected.
For example, infrastructure savings are generally greater when
leveraging public cloud implementations as opposed to private
cloud implementations. Another cost savings occurs in the area of
upgrades. As computing resources become obsolete they must
be replaced, in order to ensure operational efficiency. Additional
cost savings occur through cloud providers absorbing the
expenses associated with software upgrades, hardware upgrades
and the replacement of obsolete network and security devices.
Maintaining a computing infrastructure requires repetitive capital
investment, as the cycle of obsolescence repeats itself, and does
so — essentially — forever. The cloud can reduce the costs
associated with obsolescence by transferring some of those costs
to the cloud provider.

It is important for risk managers
to recognize that, in the not-too-
distant future, a majority of

companies, both large and small,
will utilize the cloud for some
aspect of their business.

Capacity, Scalability and Speed

Three additional key benefits of the cloud lie in its ability to deploy
capacity, scalability, and speed. A cloud subscriber no longer has
to purchase more computing capacity than is needed at any given
time, since the cloud is exponentially scalable. One example of
this can be found in the retail industry. At the start of the holiday
season in 2013, online traffic for retailers increased 200 percent
in desktop use and 400 percent in mobile use.®> Maintaining this
level of computing capacity year-long is both expensive and
wasteful. In fact, the excess capacity that Amazon experienced
once it had developed its own cloud network was a large reason
they became a cloud provider themselves.* Cloud computing
enables businesses to ramp up their capacity during peak times,
then ramp back down to appropriate levels during the year.
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Like the utility of electricity, the cloud can stretch or shrink
according to the varying needs of individual subscribers. And, by
leveraging the cloud, enterprises no longer have to invest time in
the purchase and set-up of hardware, software and other resources
required for an expansion of existing services, or the development
of new services. With the availability of on-demand cloud

resources, new configurations can be up and running within hours.

This is particularly valuable because innovation, regardless of the
size of the enterprise, springs from constant experimentation and
the ability to try out new ideas. Cloud resources provide the
means to innovate without extreme investments in computing
technology. They also provide the freedom to expand existing
services, without the fear of either wasting resources with
overcapacity or having insufficient capacity to meet business
requirements.

Security and Backup

Public cloud computing is built on a backbone of data security, in
combination with geographic redundancy for maximum
availability. To ensure both, cloud providers invest heavily in
physical as well as data security. Most enterprises would be hard
pressed to reproduce the physical, organizational, and technical
security teams employed by major cloud providers. And most
enterprises would not be able to install security teams at multiple
locations in order to provide redundancy. In fact, many
enterprises’ first foray into cloud computing was to leverage cloud
storage through data replication or encrypted backup solutions.
Because of the numerous data centers and high availability
technology that cloud providers maintain, they are able to provide
these services far better than a single enterprise.

Availability, Geography and Mobility

A major driver of cloud usage is its ubiquitous availability. Cloud
technology offers access, via the Internet, to anything stored in
the cloud at any time and from any location — in other words,
anything, at anytime, anywhere. Consumer applications like
Dropbox and iCloud are good examples of how useful and popular
always-on and always-available applications have become.
Customer Relationship Management (CRM) software applications
like Salesforce and Microsoft CRM further illustrate how
leveraging the cloud — in this case through mobile technology

— can greatly benefit organizations. SaaS applications like these
have become vital to sales representatives, and in a relatively
short time.

Regulatory Compliance

Another major enterprise benefit of the public cloud is the fact
that many of the security requirements of regulatory compliance
frameworks are normal attributes for cloud providers. For
instance, data backups, along with power redundancy, system
testing, network monitoring and penetration testing are all
standard operations for cloud providers. And many cloud
providers have offerings that assist customers in meeting
regulatory or industry requirements, such as the Payment Card
Industry Data Security Standard (PCI DSS) or the Health
Insurance Portability and Accountability Act (HIPAA).

Bring Your Own Device, or BYOD, refers to the cost-effective
and employee-friendly policies some companies have adopted,
allowing employees to bring their own smartphones, tablets,
and laptops to work, then use them to access privileged
company information and applications. There are good reasons
why a company would permit this. Electronic devices personally
owned by employees are often newer and more advanced than
the equipment deployed by IT departments. And companies can
save money by no longer having to buy and license second or
third devices for their employees (for example, smartphones in
addition to desktop computers, or smartphones and laptops in
addition to desktops).

Of course, companies should consider the risk implications of
allowing access to corporate data via employees’ personal
devices — devices over which the company exercises little or
no control. Here are five specific risks that should be addressed
prior to rolling out a BYOD policy.'®

Unknown Third-Party Access via Mobile Apps: When
employees download mobile apps for their personal use, they
also allow unregulated third-party access to any corporate
information stored on their devices. These mobile apps may be
pre-infected with malware that can exfiltrate sensitive company
information from their devices.

Lack of Monitoring: Companies will want to have as much
control over BYOD devices as possible — including capturing
data leakage and usage. This results in a constant tension
between employee privacy and the company’s risk-containment
measures — logging and monitoring data in use and data in
transit.

Device Management: This employee-company tension is
especially clear with regard to device management policies.
These policies might range from limiting which devices are
supported, to determining whether or not BYOD devices will be
subject to a device management program, to requiring pass-
words and additional security are needed. Companies may also
determine the need to use “remote wipe” capabilities, where

a single incorrect login could mean that all of an employee’s
personal data — not just company data — is instantly erased.

Data Management and Compliance: Companies subject

to compliance obligations may find it not only difficult to
convince auditors that their data is adequately protected, but
also difficult to provide validation with evidence. As a result,
information security teams will need a documented list of data
management policies, along with a list of third parties and their
data-storing devices.

Merging Personal and Company Time: Employees relying
on their own devices at work tend to access their personal
email and applications more readily, thus increasing the likeli-
hood of engaging in personal activities on company time.
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Hidden Benefits

In a competitive global economy, the market advantage goes to
organizations with strong technical leadership — those that are
leveraging the latest technology resources. But there are two
additional cloud benefits that most overlook. The first is that,
when an enterprise migrates its resources to the cloud, this frees
their IT executives’ time to focus on growing the business by
thinking and acting strategically, instead of being saddled with the
day-to-day oversight of in-house technology maintenance.® The
second benefit is that, while migrating data systems is one of the
most challenging aspects of a corporate merger, cloud-based
systems make that migration much easier and less
time-consuming.

Part lll: What Are the Risks of Cloud Computing?

We've looked at the groundbreaking changes that cloud
computing makes possible, along with the substantial benefits it
offers business, so now we'll turn to the risks of this new
technology. By way of illustration, smartphones that allow us to
access email, send text messages, access Facebook and surf the
Internet — all cloud computing functions — have become virtual
extensions of ourselves. In our personal and work lives, they let us
perform in seconds a whole range of tasks that used to require far
more time and physical effort. But when a smartphone is lost or
stolen, we lose not just a telephone, but also an essential key to
every area of our lives — our portal to the world that is available to
us online.

That said, accessing Amazon with your smartphone wouldn't — if
there were an interruption of service — yield the same
consequences for you that it would for a company relying on the
cloud to access its data and keep it safe. For you, it would be an
annoyance and an inconvenience. For a company, a cloud outage
or data breach would be a disaster; the cost to business could be
considerable. As a result, being aware of all the potential risks, and
practicing due diligence when hiring cloud providers, are steps
that are more than recommended — they are essential.

Top Five Risks of Working with Cloud Service Providers

Contracts

One of the most significant yet frequently overlooked risks of
cloud computing lies in the cloud-biased contracts offered by
cloud providers. Risk managers have historically worked with their
legal departments to negotiate service provider contract terms to
be less “vendor-friendly” and to mitigate any losses caused by
service providers by holding the providers financially responsible.
But cloud providers haven't been willing to offer the usual
indemnification, limitations of liability or other terms —
particularly pertaining to privacy and data security. There are a
number of reasons cloud providers cite, but the most prevalent
are that these additional duties and obligations threaten the lower
price model for cloud computing and, since cloud providers don't
know what their data subscribers are storing on the cloud, they
can't be held liable for segregating and securing subscriber data.

Regardless of the reason, many cloud providers are not only
unwilling to take the financial risk contractually, they transfer that
risk back to their subscribers.

Unfavorable terms in cloud agreements may increase the risk for
customers. Key definitions — including, for example, the definition
of “security incident” — may not be broad enough to trigger
appropriate incident response obligations and address a
customer’s regulatory requirements. Most cloud providers will also
push back when customers attempt to contractually require
specific security measures, or even more general “reasonable
security” standards. Customers may also want to contractually
limit the subcontractors (and “sub-cloud” providers) that a cloud
vendor utilizes to store or process the customer’s data. Without
these limitations, a customer may find that its data is two or three
steps removed from the primary cloud vendor.

The failure to negotiate robust incident response and security and
forensic assessment rights can also pose risk. In this context,
cloud providers should be viewed as an extension of the
customer’s IT environment, and customers should attempt to
obtain as much control as possible contractually. If a cloud
provider suffers a breach that impacts the customer’s
information, but that provider does not have a contractual duty to
provide notice of the breach, remediate and cooperate, then the
customer may not be able to reduce its legal risk and comply with
regulatory obligations.
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Finally, without significant bargaining power or competitive
leverage, it is very difficult to get cloud providers to agree to
indemnification and unlimited liability for privacy and data
breaches. Cloud provider contracts typically start with a limitation
of liability (both a monetary limit and consequential damages
disclaimer) that is often inadequate to cover a customer’s
potential losses in the wake of the cloud provider's data breach.
Without adequate contractual recourse, customers can find
themselves being hit with the full liability of a data breach that
technically was not their fault.

Being aware of all the potential
risks, and practicing due
diligence when hiring cloud

providers, are steps that are
more than recommended — they
are essential.

Loss of Control

Another significant risk that cloud computing presents is a
general loss of control over data transferred to the cloud and
network availability outsourced to the cloud. For instance, in a
more traditional IT setting, organizations have the ability to assess
and adjust their systems so they are compliant with applicable
regulations and standards. For instance, an organization sending
data to a cloud provider located in a member country of the
European Union (EU) must follow the requirements of the EU
Data Protection Directive (95/46/EC).6 But an organization can be
deemed noncompliant if their data was transferred to a
jurisdiction that violates that rule. And since many cloud providers
use data warehouses located in multiple jurisdictions, compliance
represents an increased risk. Further, the ever-changing regulatory
landscape itself increases the risk of violation.” Recent events at
the National Security Agency (NSA), and concerns abroad about
U.S. technology companies housing non-U.S. resident data, have
only amplified that potential risk.®

Another control risk amplified in the cloud is data forensics.
Should a breach occur on a system, it is important to forensically
determine what data may have been compromised, but the cloud
presents a number of challenges for that effort. First, the cloud
provider may limit access, or simply not allow your forensic
examiners into the cloud environment. Second, in a public cloud,
your data may be intermingled with data from other companies,
making it difficult to do a simple investigation. Third, this could
result in additional legal challenges in accessing the data — as
your data may be shared with an organization (or organizations)
that restrict third party access. A key to limiting legal and
operational risk associated with cloud provider data breaches is
the customer’s ability to independently conduct a forensic

investigation of the incident, which typically includes taking an
image of potentially compromised computers.

Additional loss of control concerns within the cloud can include:

¢ |n acloud environment, you don't get to choose your neighbors
— a factor that can impact both your risk and your
productivity. For example, if your data is stored in the same
infrastructure as a retailer, you can experience the same issues
they do during the holiday season — even if it has nothing to do
with your core business.?

e As outages by cloud providers are becoming more common, an
organization relying upon a cloud provider to access the critical
data that operates its network may lose considerable control
should their cloud provider experience an outage.

e Many SaaS cloud providers lack the technology to operate their
cloud environment; instead, they outsource their infrastructure
to a third party laaS cloud provider. This provider-of-the-
provider arrangement can make it difficult to keep track of
regulatory compliance requirements, data incident reporting,
contractual liability — and the list goes on.

Aggregation Risk

A frequently highlighted benefit of cloud computing is the
increased security level it provides, and for most companies, this
is a valid benefit. However, just as most companies choose to
deposit their money in large banks because of the security they
offer, doing so also increases the risk of more sophisticated
criminal attacks, since the aggregated wealth of a large bank is far
greater than the individual wealth of a single company. Criminals
have access to highly skilled professionals, funding and the
patience to organize well-devised attacks. George Clooney and
Brad Pitt depict this type of collaboration well in the movie
Ocean'’s Eleven, where they join together to take down three
casinos. The world of cyber-crime is no different, as advanced
attacks — often referred to as Advanced Persistent Threat (APT)
attacks — against large, highly-sophisticated technology
companies and other institutions continue to increase. The cloud
creates a new aggregation exposure that organizations have never
faced before. At the same time, aggregation risk is another reason
why cloud providers are reluctant to offer more favorable
contracts to their subscribers.

Cost

The most common benefit that organizations highlight for their
adoption of cloud computing is the reduction in technology costs
— and no one can dispute the up-front savings the cloud offers
organizations. Potentially, though, there are a number of hidden
costs with cloud computing that many may not have considered.
For example, what are the costs associated with transferring your
data and network to another cloud provider? Once a company’s
data resides on the cloud it becomes increasingly reliant on its
provider; cloud providers know this and could easily make moving
to another provider difficult.
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Another benefit of the cloud that actually contains a hidden cost
lies in the area of regulatory compliance. While many cloud
providers deservedly tout their compliance with certain standards
as a key benefit and a potential costs savings, there is the easily
overlooked responsibility and related cost of conducting vendor
due diligence — since most regulations and standards hold the
organization responsible for their vendor's malfeasance or non-
compliance. So while you may outsource your data or network to
a third party, you can never outsource your risk or liability.

Many organizations have also found that subscribing to one cloud
is not enough. And here’s why: services provided through a cloud
provider involve connections over the Internet, which is subjected
to periodic congestion and outages. Cloud services can also be
degraded by malicious attacks on it or on an upstream supplier.
One way for organizations to lessen these risks is through the
service redundancy provided by contracting with multiple cloud
providers.1°

Finally, each risk identified earlier under “Loss of Control” — most
notably data forensics — can also contribute to an increased cost
for the cloud. Other costs that need to be considered include
further legal expenditures and tax implications, as well as audit
and oversight.

Data Security

Data security is a key benefit that many cloud providers rightly
cite as part of their marketing efforts, since data security can
benefit many companies not able to invest significant resources in
securing their own data and systems. However, as just mentioned,
outsourcing all your data to a single provider also creates
aggregation risk. And, what many organizations unfortunately fail
to recognize is, it's their responsibility to secure their data before
sending it to the cloud, as cloud providers generally will not
guarantee the security of data stored in their cloud. In fact — as
also mentioned earlier, under “Contracts” — most cloud providers
will limit their contractual exposure entirely. Equally important is
the fact that most statutes and regulations hold the data owner
(typically the organization with a direct relationship with an
individual's personal information) responsible for any breach or
mismanagement of that data. (See sidebar opposite, Big Data &
Big Data Analytics).

Finally, as the use of Big Data and data analytics continues to
grow, so does the value of the personal information that
organizations store in the cloud. At the same time, the definition
of what constitutes personal information — or other unique
identifiers — also continues to expand. This is important for
organizations that are storing Personally Identifiable Information
(PI) on the cloud to note now, because what might not be
considered PIl today may be five or ten years from now. For
example, earlier this year, California expanded the definition of
personal information in its breach notification statute to include “a
user name or email address, in combination with a password or
security question and answer that would permit access to an
online account.! As a result, when that data isn't properly

secured today, it could expose the organization when new statutes
or regulations require the protection of such things as zip codes,
device IDs and so forth. But it's important to keep in mind that it
is the combination of all these elements that could potentially
result in greater risk.

Part IV: Making Cloud Computing Work for Your Company
— Balancing the Benefits and Risks of the Cloud

When organizations decide to migrate data to the cloud, they
usually focus on the dazzling benefits. Value can be realized
through reduced costs, the ability to access data from anywhere,
being able to redirect IT staff away from daily nuts and bolts tasks
to mission-critical initiatives, and much more. Alas, every cloud
benefit has an accompanying cloud risk. Too often, organizations
overlook or ignore those risks by failing to consult risk
management professionals before moving ahead.

Big Data refers to data sets that are too large for typical
business database software tools to capture, store, manage,
and analyze. Cloud providers offer cost-effective, scalable
solutions for enterprises interested in developing Big Data
analytics programs to provide improved customer service,
better business opportunities, or detect fraud. Even large banks
and healthcare systems find that developing such programs
is impossible in-house — both because of infrastructure
limitations, and because limited budgets can't meet the
resource costs needed up front for Big Data analytics. So the
cloud plays a significant role in the development, deployment,
and optimization of Big Data applications.

Here are a few examples of Big Data in action!®:

e |nsurer United Healthcare leverages Big Data to detect
potential cases of medical fraud and identity theft. It does

so by looking at speech-to-text call center data to mine
potential attrition candidates (those who don't sound like
happy clients) and propose remedies.

Intermountain Healthcare, a Utah-based system of 22
hospitals, 185 health groups, and an affiliated insurer,
leverages Big Data analytics with outcomes analyses of
more than 90 million electronic health records. They study
the relationship between treatments and outcomes, hoping
to improve existing medications and develop new ones.

Morgan Stanley leverages Hadoop to implement the Big
Data analytics they use to analyze customer financial goals
and provide better investment opportunities, while also
providing improved web and database log analysis for their
IT division.
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An organization about to send its precious data to the cloud
needs to use the same level of due diligence that it would when
constructing a building in an earthquake zone. That analogy is apt
because there are many risks and control issues that need
consideration if an organization wishes to mitigate as many
pitfalls as possible.

We don’t have room to discuss all of them here, but we'll look at
the core areas deserving of careful consideration by any
enterprise contemplating a cloud migration: privacy by design and
culture; shared security and related responsibilities; control and
liability; and due diligence and vendor management programs.

Privacy by Design and Culture

Privacy has become an essential human right protected by laws,
statutes and regulations throughout the world. Migration into the
cloud environment should be an extension of “privacy by design”
principles'? already in use — since organizations should
incorporate privacy requirements during their development of new
systems, products, and services. Many, in fact, are asking their
Chief Privacy Officer (CPO) or Chief Information Security Officer
(CISO) to perform a Privacy Impact Assessment!3 — a process
which helps identify and reduce the privacy risks of products and
services under development.

In the same vein, organizations should choose the data and
applications that, when migrated to the cloud, will increase their
efficiency and connectivity. But while making those choices, they
should use data classification to identify, organize and secure all
sensitive data — prior to actually migrating data and applications
into the cloud. It may also be prudent to start with data and
applications that pose a low privacy and data security risk (and
are not business critical), before moving to higher privacy risk
applications, especially those that touch highly sensitive private
information. For example, only 21 percent of ACE's Professional
Risk policyholders are storing sensitive records on the cloud and,
when they do, the vast majority are encrypting that data. These
precautions are all the more important because technology
companies tend to capitalize on new capabilities as soon as they
are available, and only address privacy and security issues once a
regulation demands the installation of controls. This is, obviously,
a risk-filled situation.

Implementing privacy by design into the organization does more
than benefit the products and services of the organization. It also
has as a tremendous influence on the culture of its employees.
There is no better tool for managing risk than the people that
support the processes and technologies that have been
implemented. For example, another segment of cloud services
that employees are utilizing are personal cloud storage services
such as Google Drive, Dropbox or iCloud. Sometimes referred to
as Bring Your Own Cloud (BYOC)!, these services are often used
by employees to store, share and collaborate on documents on
the cloud, making it easier for them to work on documents from
work and personal devices. An organization that has properly
embedded privacy and security by design principles into its
culture will have privacy-conscious employees that are far less
likely to place sensitive data at risk into such services.

Shared Security and Related Responsibilities

Risk managers need to keep in mind the fact that data privacy
and security responsibilities begin within their own organization
before continuing into the cloud. Vital security controls can be
overlooked if the allocation of security responsibilities between
the organization and the cloud provider isn't fully understood.
Think of the security responsibilities divided between an office
space tenant and an office building landlord as analogous to those
of an organization and a cloud provider. To allocate responsibilities
correctly, risk managers should:

e Understand the type of cloud service being utilized, as security
responsibilities will vary, depending upon whether it is SaaS,
Platform as a Service (PaaS) or laaS.

e Ensure that the organization has “mapped” its security
capabilities, as well as its current responsibilities. For example,
healthcare organizations will need to map HIPAA requirements,
while all organizations that process credit card payments will
need to map their PCI (Payment Card Industry) requirements.
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e Qutline the security controls available on the cloud platform
they intend to use. This is particularly important, as it will be
very difficult to assess the risks of moving to the cloud if a
cloud provider under consideration isn't fully transparent about
their security and privacy capabilities.

e (Clearly identify which security responsibilities will transfer to
the cloud provider, and which responsibilities will remain with
the organization. For example, if your organization has
traditionally conducted penetration testing or data encryption,
will those responsibilities become your cloud provider’s, your
continued responsibility or a shared responsibility?

Geographic redundancy is often touted as a strong security
benefit by cloud providers, but organizations should assess how
cloud providers will deploy this redundancy, and whether it meets
the organization’s disaster recovery or business continuity needs
— while also keeping data compliance in mind. For instance, cloud
providers should simultaneously update information throughout
their redundancies, but also segregate them to properly to ensure
minimal downtime. In the event that one data center becomes
adversely affected, this segregation will ensure the backup server
location is not impacted as well. Also, geographic redundancy may
assist with redundancy but, as noted in Part lll, it also increases
regulatory risk, as transferring data across borders may violate
local privacy requirements. So it is important to fully understand
which data centers will be utilized and whether the data being
stored in the cloud is subject to any geographic restrictions.

Organizations relying on cloud providers also need to prepare for
cloud outages with a backup plan — maintaining their own
systems to run business critical applications — just as they use
backup generators during electricity power outages. In the end,
risk managers should review their backup policies, making sure
they are updated to reflect the features and services available
through the cloud provider.

Finally, though the cloud can make it easier to comply with
regulatory requirements, if your organization is in a heavily
regulated industry, like healthcare or financial services, it's wise to
conduct a full compliance assessment to ensure that your cloud
provider is using proper compliance programs. It's also a good
idea to ask an independent third party to confirm your cloud
provider's compliance with governing regulations.’®

Smaller organizations will usually not have the negotiating power
to conduct full audits of a cloud provider. However, due to
mandatory business associate agreements for the healthcare
industry, we are starting to see a small segment of cloud providers
that are willing to negotiate vendor agreements, in order to better
accommodate cloud subscriber’s compliance needs. Risk
managers should confirm that the cloud provider they entrust
with their critical business applications, sensitive personal and
corporate data, and security, is receptive and willing to partner
with them in meeting regulatory and compliance challenges. They
should also be prepared to make the difficult recommendation of
not using the new technology if it sacrifices sound risk
management principles.

Control and Liability

While companies must sacrifice some element of control in order
to utilize the benefits of cloud computing, there are best practices
that can help mitigate the security as well as the financial risks
associated with this loss of control. First, since organizations have
the most control over their data prior to migrating to the cloud,
they should assess their potential cloud providers to determine
whether they are focused on security, privacy and transparency.
For example, risk managers need to know whether the entire
cloud platform is being run by the cloud provider directly, or if
aspects of the cloud have been outsourced to another “sub-
cloud” provider. Not all cloud providers are created equal in
providing such transparency, and risk managers should be
involved in assessments of cloud providers and determining the
scope of services and the types of data that will be transferred to
the cloud in order to minimize the impact to network security and
privacy related risks. There are a number of standards that have
and continue to be developed to assist organizations in assessing
the quality of cloud providers.!®

Risk managers need to keep in
mind the fact that data privacy
and security responsibilities

begin within their own
organization before continuing
into the cloud.

Second, once the organization has chosen one or more cloud
providers, the data assessment, encryption and proper encryption
key management will be the best options for controlling data
access for most companies. But before determining which data
set to encrypt, as noted in Part Ill, it's important to realize that
today’s definition of personal information or corporate confidential
information may be very different than definitions five or ten years
from now — and maybe sooner, depending on the nature of the
company’s business, industry or regulatory activity. In light of
continually changing privacy and data security regulations around
the globe, organizations storing online usernames and passwords,
historically and going forward, have to reassess their risk in failing
to encrypt that information.

Since many cloud providers include some form of encryption as a
part of their offering, encryption may prove a cost-effective option
for organizations. In fact, according to ACE's Professional Risk
policyholder data, 73 percent of policyholders that are
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transferring sensitive data to the cloud are encrypting that data.
As a best practice, organizations should place their encryption
keys in a secure environment, one completely segregated from
the cloud — through their own encryption key management
program, or a third party.

Organizations should also be vigilant about monitoring traffic and
activity in their cloud environment, to maintain proper control of
their data. And while it remains a challenge to negotiate
contractual terms with cloud providers, many are willing to provide
enhanced monitoring and security services that benefit the
organization. For instance, some cloud providers are willing to
provide logs that indicate activity by the cloud provider and its
employees in the organization’s cloud environment.

Third, although it continues to be difficult negotiating
indemnification and limitation of liability provisions in contracts
with cloud providers, organizations are having more success
negotiating rights to audit and access the cloud platform or
infrastructure, especially in the event of a breach. Cloud providers
have generally emphasized the shared security approach, and
understand that companies using its infrastructure, platform or
services have non-negotiable regulatory obligations. Moreover, in
light of increasing regulatory and privacy concerns associated with
migration to the cloud, organizations should negotiate separate
contracts to satisfy and protect their business needs, as well as
their regulatory and privacy needs. This will help both parties
focus on important but often unrelated issues present in
contracts related to services, and contracts related to compliance.
For example, cloud providers often analyze their clients’ data, and
while it may constitute a relatively small part of the total services
offered, service contracts request broad consent not only to store,
but also to manipulate and analyze that data. These activities can
trigger privacy and data security concerns. Having a separate
contract will allow organizations to better define what the cloud
provider can and can't do with their data.

Fourth, organizations should have an exit strategy, both to
maintain control over their data, and to respond to the potential
for unpredictable cost fluctuations. Without a proper and quick
exit strategy (a two-year contract duration is just not a good
strategy), organizations may be locked into a single proprietary
cloud provider, even if that provider no longer meets the
organizations business or financial needs.? Often, the costs
associated with migrating between cloud providers and the
“gravity” of the stored data will make it difficult, if not cost-
prohibitive, to move to another provider. In devising an exit
strategy, organizations should:

e Budget for relocation during the initial migration, to
ensure that the organization has the financial capacity to move
between cloud providers when necessary.

e Plan both a quick exit strategy and a long-term strategy. In light
of infrastructure and application reliance on a cloud provider, it
will be a challenge to effectuate a timely transfer to another
provider, unless the company has taken proactive steps prior to
the initial migration into the provider’s cloud.

e Consider consistent monitoring and management procedures,
such that the organization can evaluate whether the current
provider continues to meet its business needs.

e Diversify between private and public clouds to ensure that the
organization will maintain some control over business critical
applications and data.

e Be sure to understand how the cloud provider will treat the
organization's data upon termination of the contract (“shards”
of data could remain with the provider in perpetuity).
Organizations should confirm that the retained data cannot be
reconstituted, and that it does not pose an ongoing data
security risk for the organization.

Due Diligence and Vendor Management Programs

In the end, creating a privacy by design culture, having clear
shared responsibilities with your cloud provider and establishing
the proper control and liability is not sufficient; you also need to
implement the proper due diligence and vendor management
program. Increasingly, cloud customers are developing formal due
diligence processes and vendor management programs to assess
and manage the cloud-related risks referenced in this paper. In
fact, many regulatory bodies — including financial regulators
enforcing the Gramm-Leach-Bliley Act (GLBA) — now scrutinize
organizations’ vendor management programs to ensure that
regulated personal data and other sensitive information is
protected and handled properly when in the hands of cloud
providers and other vendors. While approaches may vary, most
vendor management programs contain common elements,
including a preliminary data assessment, a security and privacy
risk assessment process and standard contract terms focused on
data security and privacy.
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Under these programs, in order to assess potential risk, cloud
customers complete forms that break down the data elements
that will be processed by a cloud provider. The initial data
assessment will typically allow the customer’s stakeholders (legal,
security, privacy and business stakeholders) to understand the
relative risk of the transaction and proceed accordingly. For
example, if only non-sensitive records are being provided to the
cloud provider, as opposed to social security numbers or financial
account data, less vendor scrutiny may be appropriate.

Once a baseline risk level is established, many cloud customers
engage in a security and privacy due diligence process. Again, it is
fairly common for customers to have security assessment
questionnaires that they provide to the cloud provider for
completion. These questionnaires inquire about internal security
controls the customer wants to see in place with the cloud vendor,
and typically address regulatory requirement concerns around
security and privacy. They also inquire about the cloud vendor’s
use and disclosure of personal information to determine where
personal information will be processed and whether the cloud
vendor will be using the information for its own purposes or
disclosing to third parties (for example, disclosures to third party
advertisers). The responses to these questionnaires further allow
customers to refine their risk assessment, and feed into the
contracting phase of the cloud transaction.

To reinforce their risk assessment and due diligence process, and
as part of their vendor management program, many cloud
customers create standard data security and privacy schedules to
include in their cloud contracts. The purpose of these schedules is
to address regulatory issues, provide a mechanism to hold a cloud
vendor to reasonable security standards, establish incident
response obligations and transfer risk of loss for data breaches or
privacy violations caused by the cloud provider. Again, the overall
goal is to attempt to contractually create a seamless relationship
with the cloud provider and reduce risk as much as possible. The
contracting process for vendor management programs is
sometimes further refined to allow customers to have pre-
established “fallback” positions for certain terms during
negotiations with cloud providers. It is not unusual for both a
customer’s lawyers and security professionals to be involved in
the negotiation of these terms.

Overall, a vendor management program can help organizations
understand and manage their risks, and the existence of an
established and robust program suggests that the organization
has fully considered cloud risks.

A Brief Conclusion

We are at an exciting moment in the evolution of technology; like
all such moments, it offers both benefits and risks. The benefits
of the cloud are tremendous and impossible to ignore — to do so
could put an organization at a considerable competitive
disadvantage. And while there is no doubt that organizations face
many challenges in adopting the cloud and its related technology,
these can largely be overcome with a rational analysis of both
cloud provider services and the changing needs of the

organization. So the questions that every risk manager must
inevitably answer are these: What is the optimal way to balance all
the benefits of cloud computing against all of its potential risks?
What are the best and most appropriate risk management tools
for mitigating those risks, without losing all that the cloud has to
offer?
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